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At my institution, Newcastle University, we used to patch our SAP systems only when we had to – we were reactive

Several years ago we defined a new strategy for regular SAP patching – we are now proactive

My presentation today is to share our journey to date, particularly the benefits of regular patching

I believe we’re around the mid point on the maturity scale



University Facts and Figures 

UG students = 16872 
PG students ===== 6002 
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Income = £405 million 

Staff (academic) === 5429 (2430) 

 World-class reputation for research excellence 
 First UK university to establish an international branch campus (Malaysia) 



Agenda 

 Patching Challenges and Drivers 
 

 Our New Strategy 
 

 Future Plans 
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[Patching Drivers and Challenges]

what was wrong with our previous approach?
why we decided to change it?

[Our New Strategy]

when and how often do we patch?
what systems do we patch?
our experience to date?

[Future Plans]

- our approach to patching is maturing but still have many potential improvements



Agenda 

 Patching Challenges and Drivers 
 

 Our New Strategy 
 

 Future Plans 
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ERP CRM,
Portal, BW,

PI

SRM BCM

SAP Complexity

Staff Resources

 

 

SAP Deployment 

5 

1999 2005 2010 2012 2014 

Agreed new patching strategy 
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Went live with SAP in 1999 - R/3 modules for HR/Payroll/Finance/Logistics

SLCM closely followed in 2000 - extensively developed ever since

Old days – R/3 ABAP development with minimal integration

New projects increase complexity - by introducing new technology requiring new skill sets

Growth of SAP systems poses challenges - people and process

Old technology is rarely deprecated – making it difficult to become a true expert in one area

More areas to test with the same resource - especially integration

[animation]

Tipping point - we needed to become more efficient



HR CLC packages –  

(legal driven) 
Major upgrades 2008 –

(support driven) 

Adhoc patching  

– (project driven) 

Technology updates 

(application driven) 

Pre-2012 - Reactive Maintenance 
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[HR CLC packages]

at least once a year but often several times
applied because we had to for legal compliance
bound in SPs for ERP but no EHPs

[Major upgrades 2008]

upgraded each SAP system in turn
contractually driven by the need to maintain our support
functional/technical benefits not the priority

[Adhoc patching]

some projects would enforce need for patching
we were constantly off the pace

[Technology updates]

technical benefits not considered as a key driver for patching
they were only a spin off from any maintenance activity performed for other reasons
yet relentless custom developments



Patching Barriers 
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Skills and experience 

Increasing complexity 

Large deltas 

Lessons not learned 

Relentless change 
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So what had been stopping us from patching more regularly?

---

[Relentless change] – university demands and external obligations

[Large deltas] – painful experience due to large gaps

[Increasing complexity] – new SAP components between patching (systems/modules/solutions)

[Lessons not learned] - due to time gap, felt like we were starting from scratch every time

[Staff skills and experience] – erosion of knowledge needed, concerns on Basis side that might be too risky





Integration Complexity 
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Systems Architect generated this map of the university’s systems

Highlights number of systems and complexity

And SAP is only a part of this, albeit a major one

[animation]

Every SAP system has extensive integration links

“The multiplier effect” - significant change requires regression testing



Benefits of Regular Patching 
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This slide is about tackling problems and taking advantage of opportunities

[Increase efficiency]

maximise effort to reduce costs by patching multiple systems at the same time
reduce overall project team resource (though balancing risk vs reward)
reduction in testing effort (analysts & users)
higher patching frequency breeds familiarity
smaller delta makes easier to refine processes and provides opportunities for cross-skilling

[Apply corrections]

improve robustness of systems
reduce time searching for SAP notes when problems occur
reduce instances where batches of notes required to fix a problem (e.g. Corbu)
reduce times when you are several problems removed from original problem

[Update SAP functionality and technology]

so we’re ready meet future business demands
but also to improve existing solutions (e.g. building blocks for employee self service)
maximise our investment, e.g. be able to select from more available options (SAP standard vs toolbox for custom developments)

[Reduce custom development]

frustrating to know SAP standard solutions are available in higher EHP levels
use custom development resource only when essential

[Obtain platform compatibility]

be ready for the next OS, browser, MS Office upgrade
currently using Windows 7, IE10 & Office 2010 but plans to update annually
be in a position to define an IT policy for support
IE is our corporate browser for enterprise apps

[Synchronise NW levels]

harmonise systems at consistent technical level so solutions can be too
SAP integration often has pre-requisites
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 Patching Challenges and Drivers 
 

 Our New Strategy 
 

 Future Plans 
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Strategy Highlights 
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Consistent 
timeframe 

Decouple 

HR CLCs  

Development 
continuity 

Continuous 
improvement 

Patch all SAP systems 
annually at same time  

(SPs & EHPs) 
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Gathered our thoughts then sought ratification

SAP ALM / Solution Manager & Absoft workshops

Considered different system groupings

systems with closer links, possibly patching biannually
but led back to believing in the value of doing all systems together
especially due to synchronised release schedules
agreed first year would need to scale back due to huge delta
every year get better with reuseable plan and process, more experience, repeatable

Scoping

- SP/EHP stack releases identified

- 3rd party software and SAP GUI, reviewed during project but not tackled as part of patching, template used (key contacts, maintenance expiry date and details of future version/patch levels)

---

[Consistent timeframe]

- timed to have least business impact (though no ideal time)
- thereby helping with business buy in

[Decouple from HR CLCs]

to avoid running into critical deadlines

[Development continuity]

clear developments in run up to patching
queue developments for go live post patching
we have ave managed without legacy

[Continuous improvement]
lots of improvements have been introduced but there is always scope for more
project review



Strategy in Practice 

System 2012 (1st year) 2013 (live) 2014 

SAP ERP  

SAP CRM          

SAP SRM 

SAP Portal 

SAP BW 

SAP PI 
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[[(planned]]) 

EHP4,5,6 + SPs 

(upgraded) 

EHP1 + SPs 

EHP1 + SPs 

SPs 

SPs 

EHP2 + SPs 

EHP2 + SPs 

SPs 

EHP7 + SPs 

EHP3 + SPs 

EHP3 + SPs 

SPs 

SPs 

SPs 
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[2012]

- year 1 of annual patching
- scaled back due to learning curve, huge delta and ongoing developments
- omitted systems based on least perceived benefit (less need for browser support, no essential drivers)
- ERP stat, 70 million lines of code changed between ECC 6.0 SPS 20 and EHP 6 SPS 7!

[2013]

All systems except CRM as this was upgraded instead

[2014]

All systems for the first time




Most Recent Patching Exercise 

System 2013 Patching (live Feb 2014) 

SAP ERP 6.0  EHP6,  NW 7.0 EHP3 

SAP CRM 7.0 EHP2,  NW 7.0 EHP3 

SAP SRM 7.0 EHP2,  NW 7.0 EHP3 

SAP Portal             NW 7.0 EHP2 * 

SAP BW             NW 7.0 EHP2 * 

SAP PI             NW 7.1  EHP1 
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EHP level increased, all other 
systems only patched with SPs 

We had 
planned 
to apply 
EHPs but 
NW 
upgrade 
required 
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Planned to apply EHPs to Business Suite systems

Only applied EHPs to Portal and BW



Upgrade Dep[endency 
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This note was a surprise, and against the general rule of EHPs adding new capability in a non-disruptive fashion

However, we had a desire to upgrade portal and ready ourselves for planed technical innovations.

NW 7.4 positions us ready for any potential move to HANA



System 2013 Patching (live) NW Upgrade 

SAP ERP 6.0  EHP6, NW 7.0 EHP3 EHP6, NW 7.0 EHP3 

SAP CRM 7.0 EHP2, NW 7.0 EHP3 EHP2, NW 7.0 EHP3 

SAP SRM 7.0 EHP2, NW 7.0 EHP3 EHP2, NW 7.0 EHP3 

SAP Portal            NW 7.0 EHP2            NW 7.4 

SAP BW            NW 7.0 EHP2            NW 7.4 

SAP PI            NW 7.1 EHP1            NW 7.4 

System 2013 Patching (live) NW Upgrade 2014 Patching 

SAP ERP 6.0  EHP6, NW 7.0 EHP3 EHP6, NW 7.0 EHP3 EHP7+, NW 7.4 

SAP CRM 7.0 EHP2, NW 7.0 EHP3 EHP2, NW 7.0 EHP3 EHP3+, NW 7.4 

SAP SRM 7.0 EHP2, NW 7.0 EHP3 EHP2, NW 7.0 EHP3 EHP3+, NW 7.4 

SAP Portal            NW 7.0 EHP2           NW 7.4              NW 7.4 

SAP BW            NW 7.0 EHP2           NW 7.4              NW 7.4 

SAP PI            NW 7.1 EHP1           NW 7.4              NW 7.4 

Planned Maintenance 

maintenance scope 

System 2013 Patching  

SAP ERP 6.0  EHP6, NW 7.0 EHP3 

SAP CRM 7.0 EHP2, NW 7.0 EHP3 

SAP SRM 7.0 EHP2, NW 7.0 EHP3 

SAP Portal            NW 7.0 EHP2 

SAP BW            NW 7.0 EHP2 

SAP PI            NW 7.1 EHP1 
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[[(go live Jul 2014]]) [[(go live Feb 2014]]) [[(go live Feb 2015]]) 

Presenter
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Concern there would be 3 year gap between Business Suite EHP updates if we replaced patching with NW 7.4 hub system upgrades

Currently in process of testing NW 7.4 upgrade (go live Jul 2014)

2014 patching aims to update EHPs on Business Suite, harmonise to NW 7.4 and apply SPs to all systems




Project Governance 

x80 

x40 

x6 

x3 Project Managers 

SAP Team Leads 

SAP Specialists 

Business Users 
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[Project Managers]

- 3 heads better than 1 - SAP Dev, Basis, Application
- managers would have significant workload due to scale of patching and available resource
- not deemed suitable for non-SAP project manager to lead

[SAP Team Leads]

one per SAP team (3 functional teams, BW, SAP Dev and Basis)
team co-ordinators, facilitating communication and actions

[SAP Specialists]

- approx. 40 staff within the 6 SAP teams (functional, development, technical/Basis)

Business Users

- approx. 80 staff across all University business units impacted



Patching Timeline 
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[9 week dev chill 
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Detailed project plan used to capture all tasks and reminders

Improvement work is continuous

Testing completed in short 2 week timescale

Use of Impact Analysis tier

Go / No-go milestone – patching can be scaled back after IA if required

Dev chill requires good planning, scoping, batching

No legacy SAP tier – we have QA for urgent changes and a training system for ERP, in perfect world we would have it though

HR sync pack applied to DEV once available

Key business users involved in QA UAT testing

Consistent window agreed and planned in – becomes the norm

PROD system weekend cutover (we requested 3.5 days Fri pm – Tue am; completed in 2.5 days)



Testing and Issues Management 
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…. 
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Dashboard with team spreadsheets
- single point of reference for metrics (very important due to increased patching complexity)
- templates owned by teams, built on IA, cascaded for each project phase, now forming master test script library
- only displays unresolved issues, we wanted to be able to assess the state of issues at a glance

Key integration tests upfront

Testing performed in harmony (tight 2 week period)

Trainers extended work on testing and documentation

Project managers held daily meeting
- during key test phases
- to discuss issue status and agree follow up action

Team manager or rep responsible for monitoring
- to be aware of their team issues and ensure accurate status

Issues discussed in weekly project meeting
- team reps to provide update




service.sap.com/bfp 

Evaluating New Capabilities 
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We used a number of useful tools but we need to protect more time to review in future

[Business Function Prediction]

Involves extracting usage stats from your Prod system and requesting report
Easy and quick to obtain, now upload data and get report immediately
No entry for EHP7 when we were planning our 2013 patching exercise despite it being released
No support for other Business Suite systems (i.e. CRM & SRM) or technical innovations

http://service.sap.com/bfp
http://service.sap.com/bfp


Evaluating New Capabilities 
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www.sapsolutionbrowser.com 
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[Solution Browser:]

- discover new functionality across different SAP releases
- assess the value of upgrading by comparing functional enhancements and business benefits
- delivery via SAP enhancement packages

http://www.sapsolutionbrowser.com/


Evaluating New Capabilities 
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www.sapimprovementfinder.com/public 
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[Improvement Finder]

- discover improvements delivered through SAP’s Customer Connection program
- solution delivery via support notes and support packages

http://www.sapimprovementfinder.com/public


Matrix for SAP ERP system: 

 

Determining Browser Support 

All major browsers supported 
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 service.sap.com/pam 
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We missed stack 05 in first year which meant not all systems supported IE9

http://service.sap.com/pam


 
 

Lessons Learned -– Planning 
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Simplicity is good - a detailed project plan captures everything we need to remember including previous lessons learned

We convert lessons learned into actionable tasks or reminders for next time we do patching



 
 

Lessons Learned -– System Refreshes 
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In 2012 the refresh/build of our IA systems took longer than expected and performance was poor

Scheduling IA (and QA) system refreshes before patching project imposes a requirement to maintain the integrity of IA




Lessons Learned - Issues Review 2012 
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We challenged these 

The value of our Impact Analysis tier –  
65% High issues identified 
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Issues review performed

Test coverage reviewed by teams and missing tests added or key ones brought forward

All issues were reviewed and additional steps added to the project plan




Lessons Learned - Issues Review 2013 
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14%         tests performed - 2013 (3633 tests) vs 2012 (4476 tests) 
  

 
9%          test completion - 2013 (QA 94 %) vs 2012 (QA 85 %) 
 

 
51 %        issues overall - 2013 (127 issues) vs 2012 (258 issues)  
 

 
53 %       high priority issues - 2013 (36) vs 2012 (77) 
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Conclusion – regular patching combined with refined processes = lower impact and effort!
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Future Plans 
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Patching review is a continual exercise
before / during / after project

Compress the timeline – make processes slicker

Sell and deliver the benefits – faster delivery of development projects, closer fit, create stories of enablement proving the drivers, gain trust, spin out benefits

System copies/refreshes – we’re looking at the SNP T-Bone data copy tool to speed up work

ALM / Solution Manager - quick wins, longer term strategic aims

Client / landscape review - consider development, testing and training needs; aim is to reduce complexity and maximise efficiency

Review team responsibilities – traditional roles may need bringing up to speed





 
Contact details: 
 
 
 
 
 

Name Email Tel 

Alan Cecchini  
(SAP Development 
Manager) 

alan.cecchini@newcastle.ac.uk +++44 (0) 191 2085351 

Wrap Up 
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Questions? 
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Please get in touch - if people are interested in discussing aspects further – both to ask about our approach or to offer suggestions

Any questions?

mailto:alan.cecchini@newcastle.ac.uk
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